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RollNo ..., 5. a) Explainbriefly about the ISO model list its limitations.
MCIT-201 b} Discuss challenge-response algorithms.
M.E./M.Tech.,, Il Semester & o T 4 . "
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: . = 1scuss any three cryptographic tools and their :
z Information Security System : = significance in information security. =
for Time : Three Hours 7e oe S
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3 Maximum Marks : 70 P 7. a) Describe Diffie-Hellman problem. =
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Z Noieil} dbeoptanyFveauestions = E b) mﬂowps r;lues a network based IDPS differ from Host based =
e ii) All questions carry equal marks. g &
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= =5 B 8. Write short notes on: =
; . ; a) Blow Fish
1. a) Whatisfundamental difference between symmetric and
5 colie ption. b)) Zero knowledge protocol
b) Whatis difference between digital signatures and digital
certificates. wEAE
= 3 = =
ré' 2. a) Write short notes on PKI. g g "é
:rg b) Explain the protocols used to provide secured ]3 ]3 ;T:,;
= communications. == =
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= 3. The valuc of public key and private key are (N, EJ = (33, 3) = E =
) and (N, D) = (33, 7). Use RSA algorithm to encrypt the word e o P
2 “TECHNOLOGY" and also show how the word can be < S
= decrypted from its encrypted form, = 3 =
o
i e

4. a) Discuss MDS5 with example.

b) With suitable sketches, explain the working of DES
algorithm. -
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