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CS-503 (C) (GS)
~ B.Tech. V Semester
Examination, November 2022
Grading System (GS)
- Cyber Security

Time : Three Hours. '
Maximum Marks : 70

Note: i) Attemptany five questions. -
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ii) All questions carry equal marks.
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iii)In case of any doubt or dispute the English version
question should be treated as final.
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1. a) Which are more threatening to cyber security between
viruses and worms? Describe precisely.
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b)  Illustrate, how password-based authenticatioﬁ system
contributes to strengthening Secure System Design.
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2. a} Detenniné the E:onceptual _differences between Spoofing .

and Session Hijjacking.
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b) Talk about the different issues and challenges of
" eybercrime. Also explain the power and cha.ractensucs
of cyber terrorism.
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3. a) Discuss the importance of dlgﬂal signatures and certificates
in the formation of SSL/TLS-based sessions.
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b) Analyse how phishing and pharming-assaults have affected
various web-based transactions.
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4. a) Write short note on "Strategles to tackle Cyber Cnme .
and Trends".
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b) Consider the following script:
- FrafaRaa fBre = ffaR
<html><body>
<form name="attack form"

action="http://VULNERABLE APP!attack php”
method="POST">

<input type="hidden" name="attack_param"
value="POST . ATTACK™ '

</form> :

<script type = "text/javascript" >
document.attack_form. subm1t{} ':!scnpﬂ’
</body></html> .
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What type of vulnerabilities can be possible with the above *

scnpt? Justify your answer with proper explanation.
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5. a) useFrcquesi.POsl['uSer_namc']-
' passwd=request. POST['password']

queryl="“SELECT id FROM users WHERE usermname=""
+usert *’ AND password="""+ passwd +"’

database.execute(query1)

Analyse the above statements for any threat? If it exists,
write the alternative statements to make them safe.
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'b) Explain Electronic Signature Certificate. What are the

duties of subscriber in relation to it? - =
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6. a) Discuss the roles of Document Object Model (DDM) in
- web security. What is cross-window attack?
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.b) Explain the role of cookies in enhancing threats against

- various web applications?
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What are the different types of offence in Information
Technology Act 20007 Discuss cyber offence control

-‘mechanism under this Act.
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How can attacker inject the mahmous code in a specific
address and execute it as per requirement using buffer
overflow attack? - Explain it with suitable example.

TR W e G A gufage Bt B P e R

T & 3R TR aRTE g BT FULN TR ALl

% FTER R Prearfa a= w87 WWW-.

- <o e 1
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Dlscuss the. different 155ues and chaIlenges of
cybercrime? Also’ explam the power and characteristics

of cyber terrorism.
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Discuss the importance of TLS ha.ndshakmg in a secure
session establishment.
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