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Computer Forensics Analysis And Investigations
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Note : i) Attempt any five questions.

ii) All questions carry equal marks.
1. a) What is different data hiding techniques used in cyber world?

b) How forensic expert examining the encrypted files and recovering password of suspicious
account?

2. a) What is vector graphics? Explain its different file format in detail.
b) What are different copyright issues with graphics? Explain steganography in graphics files.

3. a) What do you understand from live acquit ions? How it is performed in windows and Linux.
b) What is a honey net project? How examine is done in honey net project.

4. Late one night, a system administrator (sysadmin) troubleshoots a network problem. She captures
several minutes worth of network traffic to review with a protocol analyzer. While conducting this
review, she notices some odd traffic. A user’s desktop has sent a well-formed packet to an obscure
port on an unfamiliar IP address outside the company’s firewall. Shortly thereafter, one of the
company’s research and development database servers transmits a packet that does not conform to
any of the formats the company uses to the same IP address. This intrigues the sysadmin, who does
a lookup of the IP address; it comes back as one of the firm’s competitors. Now, she’s not merely
curious, she’s concerned. She picks up the phone and calls her boss. The boss could say,” Just
block that port,” and then go back for rest, but there’s a far better way to handle this situation.
Please explain how you would handle this situation?

5. We have given case, if you are working in cyber forensic team, how will you solve these cases,
what strategies will you adopt to solve case?
Case: An Aerospace and defense company were notified by an Internet Service Provider (ISP) that
their computers were the source of a significant amount of spam being transmitted to one of the
ISP’s clients. The ISP provides a list of origin IP addresses for spam, which matched our clients’
internal IP address space. PWC was hired to investigate the issue and determine the validity of the
allegation.

6. a) What is E-mail investigation? Explain E-mail crime and violation, examining of E-mail message
and viewing of E-mail header with example.

b) How examining is done on Unix E-mail server logs and windows system server logs.

7. a) What do you understand for acquisition procedure for cell phones and mobile devices?
b) Explain different mobile forensics equipments with detail.

8. Write short notes on:
a) Cyber forensics                              b) Virtual Machines
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