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MTCF-301(B)
M.E./M.Tech., III Semester Examination, June 2020

Secure Cloud Computing
Time : Three Hours

Maximum Marks : 70
Note: i) Attempt any five questions.

ii) All questions carry equal marks.

1. a) Discuss the major trends in computing that have led to the emergence of Cloud Computing.7
b) What is Virtualization? Discuss various types of virtualization. How this technology used in

cloud computing? 7

2. a) What are DDoS attacks in cloud computing? What are the ways through which these attacks
can be prevented in cloud computing? 7

b) Define the essential characteristics of a cloud system which makes it different from other
computing paradigm? 7

3. a) Discuss some major vulnerabilities and their prevention methods in cloud computing. 7
b) Describe the possible security attacks in cloud computing. 7

4. a) What are the basic requirements of a secure cloud software? Discuss in detail. 7
b) Discuss both the infrastructure and data security in cloud computing. State out their differences.

7

5. a) Describe some risk assessment measures for risks caused by the security attacks. 7
b) Define various access control mechanisms in cloud computing. How a cloud system can be

secured using access control mechanisms? 7

6. a) What are business risks in cloud computing? How they can be assessed and managed? 7
b) How trust can play a major role while securing a cloud system? Give some characteristics of

a trusted cloud computing. 7

7. a) What do you mean by virtual machine provisioning and migration? In what conditions they are
migrated? Discuss any two virtual machine provisioning policies. 7

b) Discuss different threats and vulnerabilities specific to virtual machines. 7

8. Write short notes on following: 14
i) SLA
ii) Qos
iii) SSL/TLS
iv) SAML OAuth
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