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Roll No ..................................

MTCF-301(C)
M.E./M.Tech., III Semester

Examination, June 2020

Malware Analysis and Reverse Engineering
Time : Three Hours
Maximum Marks : 70

Note : i) Attempt any five questions.

ii) All questions carry equal marks.

1. a) What is Malware? Comment of the types of Malwares popular in Information Security
domain. 4

b) Write short notes on:
i) Malware Analysis
ii) Reverse Engineering of Malwares 6

c) List down the Malware Analysis tools. Write few lines for each. 4

2. a) What are the biggest sources of malware? How would you identify threats within software/
programs? 4

b) How static analysis is performed for malware classification? What is done in behavior analysis?
Explain. 7

c) Discuss about the lab setup and configuration needed for Malware analysis. 3

3. a) Discuss about the threats posed by Malwares to the society, with proper examples. 5
b) What is ‘signature’ in signature based Malware classification? How do extract the signature of

any executable file? Explain. 6
c) List the available practical databases used in malware classification exercise. What are their

sources? 3

4. a) Discuss about the functionalities of YARA tool used for malware analysis. 5
b) What are the characteristics of ClamAV Database? How can we examine ClamAV signatures?

Explain. 6
c) What is MA Sandboxes used for and how? 3

5. a) How to analyze the network traffic for malwares? Can we simulate the network traffic analysis
using INetSim? Give detail of this simulation. 7

b) What is FOG tool used for? How can we automate tasks of FOG using MySQL database? 4
c) Explain the term ‘Malware Forensics’. 3
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6. a) List out the Windows API used for registry discovery. How do we do registry forensics using
RegRipper Plug-ins? 5

b) What is the role of JIT debugger in windows? Can this be used for debugging other scripts? If
yes, write respective configurations required. 6

c) Discuss about the WinDbg Commands and controls. 3

7. a) Explain in detail about: 8
i) Memory Forensics
ii) Memory Dumping.

b) What is code injection and code extraction in malwares? How does it affect the running
processes? What forensics is performed checking code injection? 6

8. a) What is DNS Hostname Resolution and Reverse IP search? Which type of network security
issue is resolved through this type of forensics? 5

b) What is the role of Deep Freeze software? Can the system be preserved from malwares using
Deep Freeze? Explain. 5

c) Discuss about the typical classification algorithms used in malware classification. 4
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